SCIENTIFIC and TECHNICAL INFORMATION (STIN)
INFORMATION DETERMINATION

AFWA CHECKLIST

Government personnel, including Guard and Reserve on active duty, civilians under DoD contract, and
Government contractors, producing and/or presenting STIN, in any format via any medium, including draft or
preliminary information, and which will be seen or heard by persons not in the information originator’'s parent
Command, including its subordinate units, may need to have the information approved for release (as detailed
below) before it is published and/or presented. Persons writing and/or responsible for STIN shall review this
checklist before the information is released outside AFWA to determine which distribution restrictions, if any,
are applicable. The DoD office originating and/or responsible for STIN is ultimately responsible to ensure the
correct determinations are made before STINFO review and release. This checklist can be used to complete
the AFWA Form 14. Local policy and/or command prerogative may dictate other than stated signatories on
the following certifications. The Command Scientific and Technical Information Officer (STINFO) will use the

information from this checklist and AFWA Form 14 to complete final oversight review before STIN release.
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A. If any of the information originators are SCI briefed or formerly briefed persons authored this material
and SCI or SCl-derived information could have been included, you should have the material reviewed by
an SCI security official PRIOR to submission for STINFO review.

If none of the originators are SCI indoctrinated, but information potentially contains classified information,
then the security guide associated with the scientific and technical information should be consulted to
ensure the correct classification is affixed to the information. A review by the local security officer and/or
other person in the chain of command, per local instructions, should also be completed before proceeding
to the following information determinations.

If the STIN is classified, no further review is required below and completion of AFWA Form 14 is not
required. If the information is classified follow DoD instructions for marking and dissemination of classified
information. Classified markings provide adequate protection against unauthorized distribution. If the
information is being modified to allow declassification either retain existing, associated distribution
determinations (if available) or use the following paragraphs to establish appropriate distribution
statements.

If the information is unclassified check AFWA Form 14, page 1, section |, box 2 and go to the next
paragraph.

B. See DoD SCIENTIFIC and TECHNICAL INFORMATION — DEFINITION, Attachment 1

First, determine if the information is considered DoD scientific and/or technical information (STIN) which
requires distribution determinations be made before release. Review attachment 1 to determine if the
information fits STIN criteria. This attachment will not only help determine if the information is STIN, but
will also guide the originator whether other reviews, such as through the Public Affairs office, are required.

If the information does not meet the definition of DoD STIN then go to paragraph L. The controlling DoD
office responsible for STIN is ultimately responsible for the correct Distribution Statement being affixed
before dissemination (Ref. AFI 61-204). Guidance provided in the following paragraphs will assist the
originating/controlling DoD office in making those distribution determinations and the correct placement of
the required statements. After the initial information determination is published (STIN is distributed)
subsequent revision to information determinations must then be made by the same originating/controlling
DoD office. Should a revision be made to the distribution statement, the originating controlling DoD office
must also notify all known repositories of the information of this change.

The originating/controlling DoD office also determines to whom to make the initial release of STIN (primary
distribution). The Distribution Statement attached to the information will also govern all subsequent
distribution by other holders of the information (secondary distribution).

If the information is DoD scientific and/or technical information (STIN), check AFWA Form 14, section 1,
box 2B and go to the next paragraph.

C. Has this information been previously released outside AFWA, including subordinate units, with no
substantive changes (editing and punctuation changes do not usually constitute substantive change)? If
so, the original distribution statement should be correct. Ensure the distribution statement is appropriately
displayed. and the information will not be released to a “wider” audience than allowed by the distribution
statement. If there is no distribution statement on the STIN, even though it was produced in the past, then
a determination must be made before distribution. If previously released and the information has the
correct distribution statement affixed, then stop at this point. |

If the STIN is being presented/released does not have a distribution statement already attached check
AFWA Form 14, page 1, section I, box 2C and go to the next paragraph.

D. See Commerce Control List (CCL), Attachment 2, and US Munitions List (USML), Attachment 3
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Determine if the DoD scientific and technical information is “Export Controlled”. For STIN to be considered
Export Controlled, it first must contain information that corresponds to an “ltem” (or criterion) listed in the
Commerce Control List (CCL) and/or the US Munitions List (USML). The specific Items (or criterion)
contained on the attached CCL and/or USML were extracted from master CCL and USML listings several
hundred pages in length and include criteria most likely to apply to astrogeophysical topics that Air Force
Weather Agency (AFWA) personnel would write or present. Please refer to the URL sites at the bottom of
each attachment to consult the entire CCL or USML. If you are proposing to release STIN and find criteria
on the master CCL and/or USML that relates to your STIN, but not on the summarized attached list(s)
please include it in the certification below.

For the STIN to be considered Export Controlled the “ltem” on the CCL or the USML also meets at least
one of the following two criteria (Ref: DoDD 5230.24):

1. The item is included as part of an engineering drawing, standard, specification, technical manual,
blueprint, drawing, plan, instruction, computer software and documentation, or other technical
information that can be used or be adapted for use to design, engineer, produce, manufacture,
operate, repair, overhaul, or reproduce any military or space equipment or technology concerning
such equipment.

2. The Item(s) is/are included as part of technical documents generated by DoD-funded research,
development, test, and evaluation (RDT&E) programs, but do not include:

a) Day-to-day operational data used by the warfighter unless required for scientific and technical
analysis and communications and display of information relating to the command and control
of operations and forces.

b) The DoD scientific and technical intelligence production community and products generated
under that program, and documents containing classified scientific and technical intelligence.

c) The DoD technical data management program distinct from scientific and technical
information.

d) Signal intelligence (SIGINT) and communications security information (COMSEC) (Ref: DoDD
3200.12)

Export Controlled is the most important determination to be made on unclassified STIN. Once the
determination of Export Controlled is made, distribution outside U.S. Government agencies or to other
than a firm certified to receive Export Controlled information, without Air Staff approval, is a violation of
U.S. statute carrying significant penalty. Because this is such a critical determination you may also consult
AFI 61-204, Attachment 3, for further information about this determination. Distribution of Export
Controlled STIN outside the U.S. Government or firms certified to receive it must be coordinated through
the command STINFO, who will work with the Air Staff.

If Export Controlled, the following statement is prominently affixed to the title page, first slide, outside, or
otherwise conspicuous location above the Distribution Statement:

“WARNING - This document contains technical data whose export is restricted by the Arms Export
Control Act (Title 22, U.S.C., Sec 2751, et seq.) or the Export Administration Act of 1979, as
amended, Title 50 U.S.C., App. 2401 et seq. Violations of these export laws are subject to severe
criminal penalties. Disseminate in accordance with the provisions of DoD Directive 5230.25”

If insufficient room exists for affixing this phrase in a prominent place, the following abbreviated version
may be placed on the information. (Ref: AFI 61-204, paragraph 2)

WARNING - Export Controlled.

As the originator or the controlling DoD office | have determined specific items contained on the CCL
and/or USML are contained in this STIN and satisfy at least one of the criterion as listed below:

ltem CCL Index number or USML Category
(listed on the summary attachments)
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Check AFWA Form 14, page 1, section |, box 2D and go to the next paragraph.

E. See DoD Distribution Statements, Attachment 4

If the STIN is to be distributed outside AFWA, including subordinate units, then determine the appropriate
“Distribution Statement” to be affixed to the information. If the information is research that presents
“significant” original scientific and technical information it will eventually be sent to the Defense Technical
Information Center (DTIC), and therefore will be distributed outside AFWA. The originating and/or
controlling DoD office makes the initial Distribution Statement determination for STIN. The AFWA STINFO
will review the initial determination to certify it.

Attachment 4 is used to make this determination. First compare the STIN to be released against the
“reason categories & explanations” on the right side of attachment 4. Determine the “reason” that most
directly applies to this specific STIN. Based on this reason determine an appropriate “Distribution
Statement” from the left side of the attachment. This Distribution Statement is then to be affixed to the title
page, first slide, outside, or otherwise conspicuous place and on the SF Form 298 (paragraph H), as
appropriate. If there is both a STIN front cover and a title page affix the statement to both. (Ref: DoDD
5230.24). If there is an Export Control statement affixed, this Distribution Statement normally would be
placed immediately below it.

If there is a requirement to distribute STIN to a wider audience than the overall or existing Distribution
Statement allows, consider grouping the information so that Export Controlled, company restricted, and/or
the specific information requiring restrictive Distribution Statements are contained exclusively in annex(s)
and appendices with only Public Release STIN in the main body. In this case annotate all the information
determinations on AFWA Form 14 with notes to indicate which statements apply to the annex(es) or
appendix(s). Also, separately affix the different Distribution Statements to the appropriate annexes
/sections/slides/etc. If the information will be sent to DTIC attempt to make the SF Form 298,
accompanying the information completely Public Distribution (see paragraph H below). Then the
information on the SF Form 298 can become an “abstract” for the STIN and able to be loaded on a public
server.

Check AFWA Form 14, page 1, section Il, appropriate box 1(sub-paragraph) and go to the next paragraph.

F. Unless the information is approved for Public Release with Unlimited Distribution, then a Destruction
Statement must also be affixed to the information below the Distribution Statement. Note, this is not the
same destruction statement associated with classified information. This is to be originator determined, but
the following statement would usually suffice: (Ref: AFI 61-204, paragraph 2)

“Destroy by any method that will prevent disclosure of contents or reconstruction of the
information”

If STIN requires a Destruction Statement, check AFWA Form 14, page 1, section |l, box 2 and go to one or
more of the following paragraphs, if applicable.

G. Information, in whole or in part, to be incorporated into the overall package which has contractor-
imposed limited-rights legends/statements affixed must also be marked according to the Defense Federal
Acquisition Regulations Supplement (DFARS), subpart (???). Additionally, companies may mark data as
proprietary. Unless a certified U.S. Government contracting officer rules otherwise, this information in
whatever format, must also have the following affixed:
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“(name of company) proprietary”

If the company has already prominently affixed this label/legend to the information, then the controlling
DoD office need not put an additional statement on the STIN stating basically the same thing. With this
type of STIN the appropriate Distribution Statement would be Distribution Statement B or E using reason 3
(see Attachment 4) unless the limited rights or proprietary information can be put in an appendix or
attachment with its own markings (see paragraph ??7?7?). Finally, if one or more of the information
originators actively collaborating on the preparation of the STIN are employed by a company, see the next
paragraph.

Contractor technical proposals or documents submitted in participation of a Government contract or
anticipation of award of a contract do not require a distribution statement. These documents are protected
from distribution per DFARS clauses. Should a FOIA or court case require such documents it will be
coordinated through an U.S. contracting officer and/or legal counsel.

If STIN meets the criteria of this paragraph, check AFWA Form 14, section |, box 2E and go to one or
more of the following paragraphs, if applicable.

H. Information originators which include collaboration by contractors, whether or not under contract with
the U.S. Government, or working for other companies and collaborating with a U.S. Government STIN
originator must perform another set of actions before release of STIN information occurs. This is
differentiated from the previous paragraph where information has already been produced by a contractor
and has company limitations imposed on it. A contracting officer must either give approval to release the
information or inform you the contract allows release at the level you have made the information
determinations. There will be various rules according to whether the contractor was under contract to the
organization producing the work and the work was in conjunction with the contract, or it is an “outside”
collaboration. The CO may or may not require the company to certify its approval to release, based on the
contract and/or company policy. If the collaborator works for a company not under contract with the U.S.
Government obtain legal guidance.

If the STIN meets the criterion of this paragraph then check AFWA Form 14, section 1, box 2F and go to
one or more of the following paragraphs, if applicable.

I. STIN being presented, published, or distributed which includes Unclassified, Controlled Military
Information (UCMI) from another source outside AFWA, not including contractor or company information,
also has special considerations. A footnote must be used when copyrighted information is quoted, per
copyright laws. STIN extracted from another DoD, U.S. government, or foreign government organization
must either have a distribution statement already associated with it or the information originator and/or
controlling DoD office must obtain permission to release it. The Distribution Statement to be affixed to the
STIN must be consistent with the Distribution Statement on the incorporated STIN or the permission
granted for the incorporated information. If the STIN includes information incorporated from outside
AFWA, not including generally accepted pre-existing scientific principles, then check AFWA Form 14, page
1, box 4. If the STIN is not consistent with the incorporated STIN’s Distribution Statement, or if it does not
have an existing Distribution Statement, ensure you obtain a copy of the permission from the other
originators and file with your distribution approval paperwork.

If the STIN meets the criterion of this paragraph then check AFWA Form 14, section 1, box 2G and go to
one or more of the following paragraphs, if applicable.

J. STIN created using collaboration by multiple originators which do not include contractors or company
representatives also has special considerations. As long as all originators are US government employees
and work for AFWA, then no special review is necessary. If multiple commands and/or agencies are
represented then the associated controlling offices must decide who the primary controlling office will be.
The primary controlling office will coordinate and determine the final information determinations.
Collaboration with private individuals for research they are performing, not doing the research/work under
the auspices of a company, is uncharted territory. Legal counsel may be advised in this case. Direct
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contribution of research by a foreign national, not employed or contracted by the U.S. Government, will
require review by the command Foreign Disclosure Officer (FDO).

If the STIN meets the criterion of this paragraph then check AFWA Form 14, section 1, box 2H and go to
one or more of the following paragraphs, if applicable.

K. For all STIN intended for publication, also complete a SF Form 298, Report Documentation Page. This
form contains essential information to help the Defense Technical Information Center (DTIC) correctly
distribute the information (secondary distribution). Prepare this form, including the abstract, so it can be
given a Distribution Statement A, “Approved for Public Release, Distribution is Unlimited” if at all possible.
If not locally available, this form can be obtained at:

If the STIN meets the criterion of this paragraph, check AFWA Form 14, section Ill, box 1 and proceed to
the next paragraph.

L. If the above Distribution Statement chosen by the originating/controlling “DoD office is, “Approved for
public release; distribution is unlimited’ then the Public Affairs Officer may also want to review it for content
and the approve the assignment of the “public release” statement. (Ref: AFI 61-204, paragraph 1). Even
if you determined the information not to be ‘scientific and technical’ the PAO may still be required to review
it if you plan to release it to the public. Although not technically part of the STIN review process, this
additional guidance is included as a convenience for those originating and distributing information. Non-
STI information which must be reviewed by the PAO is detailed in AFl 35-205, AF Security and Policy
Review Program. Many of these criteria are included in the second part of attachment 1 for your
convenience. Check with the AFWA PA for guidance if you plan to release certain kinds of information to
the public.

M. STIN potentially disseminated via the World Wide Web (WWW) or via e-mail outside the DoD has the
following criteria, based on the dissemination medium, applied to it. The potential audience of each DoD
location on the Web has a distribution audience as determined by local, Command, Air Force, and/or DoD
policy. The widest audience to which the policy allows dissemination and the computer network
architecture is able to restrict the information determines the potential distribution audience. STIN located
on the Web or distributed via e-mail must have an Export Control statement and/or Distribution Statement
consistent with the potential audience of the site. If the site is restricted to DoD only, then unclassified
STIN need not the Distribution restrictions determined. However, if the data will potentially be shared
outside DoD, then assign a Distribution Statement.

If the STIN will be posted on the Internet on a site that is not restricted to DoD only or will be distributed
outside .mil channels via e-mail then check AFWA Form 14, section |, box 1A. and proceed to the next
paragraph, if applicable

N. If the information is in the form of computer software and/or documentation, special rules apply. If
information is application software (object code) and/or related documentation the software developer or
Controlling DoD Office makes the distribution determinations the same as with other STIN. Secondary
distribution is based on the established Distribution Statement. Only the Controlling DoD Office may
release source code and/or related documentation, and only within DoD. If any computer source code
and/or documentation is to be released outside the DoD, consult with the local STINFO first. If
code/documentation is to be released to a foreign government/national, consult with the local Foreign
Disclosure Officer (FDO) first. This may involve coordination with the Air Staff and add considerably to the
coordination time. If the software and/or the associated documentation contains contractor imposed
limited-rights and/or proprietary statements consult paragraph H.

If the STIN meets the criteria of this paragraph, check AFWA Form 14, section 1, box 1F and go to the
next paragraph, if applicable
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0. Students in a DoD funded school environment are given the widest latitude to express their views. For
information, STIN or otherwise, remaining in the academic environment prepared in response to academic
requirements, review is normally restricted only by security considerations. However, even in this situation
affix the following statement, “The views expressed in this article are those of the author and do not
reflect the official policy or position of the United States Air Force, Department of Defense, or the
US Government.“ AFIT students in civilian academia should check with applicable AFIT regulations prior
to release of DoD information outside of AFIT. Any student planning to release defense related
information in a private and unofficial capacity or make the information available in libraries to which the
public has access must submit the material through normal review channels using the other paragraphs in
this checklist. (Ref. DoD Directive 5230.9, paragraph D). As long as the STIN remains in the academic
environment the AFWA STINFO review is not required.

P. Finally, there are instances where activities need to indicate that a STIN document is for internal use
only. Examples include planning, budget, draft, or notional information. This is not intended to sidestep
the requirement to properly mark information that may be eventually distributed outside the DoD. In such
cases, marking the document with a statement similar to the following can assist in controlling the
dissemination of the document. “Distribution authorized to the Air Force (fill in the name of the office
or local agency) only (put in reason, i.e., planning information). Refer other requests for this document
to (originating office). (Ref. AFI 61-204, para. 2.16). Until distribution of STIN is planned outside AFWA,
STINFO review is not required.

Q. Paragraphs B, C, D, E, F, G, H, and/or | above apply. Therefore, the information requires review and
final approval by the Command STINFO. | have submitted it for AFWA STINFO review. Check AFWA
Form 14, section 1V, box 1 for STINFO review and date.

R. Paragraphs B and/or C above apply. Therefore the information requires review by the AFWA Chief
Scientist. | have submitted it for AFWA Chief Scientist review. Check AFWA Form 14, section IV, box 2
for Chief Scientist review and date.

S. Paragraph M above applies. Therefore the information may require review by the Public Affairs Officer
(PAO). | have coordinated with the PA. review. Check AFWA Form 14, section IV, box 3 for PA review
and date.

T. Comments by the AFWA STINFO and/or Chief Scientist (also see AFWA Form 14, page 2)
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